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(1) https://www.mhlw.go.jp/content/10803000/000523501.pdf



COVID-19

« Mild case patients

— should be stayed their home or assigned hotel.

* No realtime monitoring by medical staff
— Telephone conversation, Interview sheet

— In the most case, autotherapy can be expected in 2 weeks

« Some of them took a sudden turn for the worse.
— Fatal situation only after several hours

« To prevent such situation, several types of vital sensors, e.q.,
pulse oximeter should be equipped to the patients.
— But few PDMA'’s approved devices

« Regulation relaxation

— Measured data should be treated as informational
- Daily fluctuation, urgent spike...
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https://en.wikipedia.org/wiki/Pulse_oximetry#Indication



« Heavy downgrade of communication should be take into account.
— Any kinds of devices should be used.
— Size reduction to keep quality of services is mandatory.

« In case of online lectures

— No need to transfer

« Professor’s face video
- Students’ face video

« Security and privacy
— Should be protected

https://www.nii.ac.jp/event/other/decs/ 2



Reform of Data Health in Japan...Universal insurance

Japanese Gov. plans to reform data health systems by 2020.
— Although it seems to be postponed to 2022?

Sharing various kinds of medical nursing care data
— Among universities, companies, local governments---

Promote the development of hew medicines.
Necessary medical /nursing care will be provided to the nation.

Cancer Genome Data Health Analysis Services
Medical DB Nursing care DB

Application of nursing care data
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https://www.kantei.go.jp/jp/singi/titeki2/tyousakai/kensho hyoka kikaku/2018/sangyou/dai5/sankou2.pdf °



https://www.kantei.go.jp/jp/singi/titeki2/tyousakai/kensho_hyoka_kikaku/2018/sangyou/dai5/sankou2.pdf

Services Provided by the Reform N I I

https://www.kantei.go.jp/jp/singi/titeki2/tyousakai/kensho hyoka kikaku/2018/sangyou/dai5/sankou2.pdf
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Cancer Genome

. Application of Al

Health record sharing

. Health scoring

. Scientific nursing data

. Medical information sharing during emergency
. Data health analysis

Health record for infants and school children


https://www.kantei.go.jp/jp/singi/titeki2/tyousakai/kensho_hyoka_kikaku/2018/sangyou/dai5/sankou2.pdf

Health Record Sharing(TBD)

- Base on the usage,
shared data will be
changed.

« Remaining issues

— Data format

« HL7 FHIR?
— XML or JSON

— Additional data
* For nursing

— Security

— Privacy

— Disaster mode

« Availability should be
first

« Inaccessibility of
data
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https://www.mhlw.go.jp/content/10808000/000612999.pdf



Privacy issues on digital health services N I I

- In the near future, we will be expect to receive the appropriate
combination of digital health services based on our physical
condition.

« IDC reports on Big Data said we will have
— 44 zetta-byte data by 2020(1)
— 163 zetta-byte data by 2025(2)

« Health data,

—there are only 7 billion people on the earth

« Each on them receives custom-made combination of services.
« From the viewpoint of Big Data science

— Health data is easy to analyze

— NII Security Operation Collaboration Services
« Analyzes 1 billion data every day to identify the most hazardous attacks

(1) Sh. Hajirahimova, Makrufa; Sciences, Institute of Information Technology of Azerbaijan National Academy of; str., B.
Vahabzade; Baku; AZ1141; Azerbaijan; Aliyeva, Aybeniz S. (2017). "About Big Data Measurement Methodologies and
Indicators". International Journal of Modern Education and Computer Science. 9 (10): 1-9. doi:10.5815/ijmecs.2017.10.01.

(2) Reinsel, David; Gantz, John; Rydning, John (13 April 2017). "Data Age 2025: The Evolution of Data to Life-Critical" (PDF). seagate.com.
Framingham, MA, US: International Data Corporation. Retrieved 2 November 2017.
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https://en.wikipedia.org/wiki/Digital_object_identifier
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https://en.wikipedia.org/wiki/International_Data_Corporation

Privacy issues on digital health services

« Each biological data can be used to
identify each person.
— Locality of data source
— Pattern of his/her daily life

« It can be possible that a specific
person is identified based on
his/her biological signals.

— Big data technologies make it easy.

— More we have biological data and more
the data become precise, easier we can
pinpoint a person.

« Anonymity is based on the assumption-:-
majority of people has similar/same data.

— Quantum computing changes:---

https://www.technologyreview.com/s/613891/the-pentagon-has-a-laser-that-can-identify-people-from-a-distanceby-their-heartbeat/ *°



Big Data Techniques Impose Limitation on Anonymity

« Luc Rocher, Julien M. Hendrickx, Yves-Alexandre de Montjoye,
“Estimating the success of re-identifications in incomplete datasets
using generative models,” Nature Communications volume 10,
Article number: 3069 (2019)
https://www.nature.com/articles/s41467-019-10933-3/

— Rich medical, behavioral, and socio-demographic data
» key to modern data-driven research
« also raise legitimate privacy concerns

— Even in a heavily incomplete dataset.
« 15 demographic attributes publicly available
« 99.98% of Americans would be correctly re-identified
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https://www.nature.com/articles/s41467-019-10933-3/

Now, an Ordinary Person uses data science techniques to analyze public datasets N I I

https://ginzasbt.com/?page id=1548

https://www.pref.fukui.lg.jp/doc/toukei-jouhou/covid-19.html
https://www.saga-s.co.jp/articles/gallery/518399?ph=1&fbclid=IwAR2eGrxPYOZm1sweqi8CgY9ION4 eSIDes31v2AZ5-lywisnEeRSAeylvas
https://www.saga-s.co.jp/articles/-/516432
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Conclusion

« Regulation relaxation
— Unapproved devices can be used

— measured data should be treated as informational
« Daily fluctuation, urgent spike...

« Currently digital health services are rapidly evolving.

— In Japan, information sharing on the health records is also accelerating, I
suppose.

« Mandatory data should be added ASAP.
— for nursing, research and development, education---

« On the other hand, privacy becomes key issue for the sharing.
— Even now, publicly available data can reveal sensitive information of people.
— Robust and lightweight method should be developed
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